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Introduction
In each of these cases, organisations must demonstrate that
their own policies and procedures are adequate to ensure
compliance with the GDPR. It is also the responsibility of the
Controller to ensure that each third-party organisation is also
compliant with the GDPR and that safeguards are in place to
satisfy the requirements.

This white paper examines the impact
of the new General Data Protection
Regulation (GDPR) specifically as it relates
to HR and payroll professionals.
On 25 May 2018, the GDPR legislation will change the legal
requirements of how all organisations in the EU (with a very
few exceptions) will be expected to ensure the security of
personal data. This will include owner-managed businesses,
one-man bands and SMEs.

The only exclusion is where data is shared with a government
organisation, such as HMRC, where compliance to the
GDPR can be assumed through statutory controls and
audits in place.

The GDPR will have far-reaching implications for all parts of
the business, and significantly, also covers the protection of
personal employee data handled by HR and payroll teams.
In many cases these teams hold the majority of personal
data, especially data classified as “sensitive”.

The impact on employee and payroll data should not be
underestimated.
With compliance likely to require serious investment in
terms of time and organisational resources, it is essential
that organisations start preparing now to meet the 25th
May 2018 compliance deadline. As part of this, HR and
payroll teams must take specific action now to ensure that
protection of employee data falls within the requirements
of the GDPR.

Organisations that are already compliant with current data
protection legislation will be in a good place from which to
start implementing measures for GDPR compliance.
However, there are important new requirements that will
involve high levels of resource.

The penalties for non-compliance are the same whether the
breach relates to customer or employee data and can be a
maximum of €20,000,000 or 4% of the company’s turnover,
whichever is the larger.

To ensure compliance, organisations should already be
assessing their own data handling procedures.
The impact of the GDPR on HR and payroll is wide reaching.

Organisations may also be subject to enforcement action,
which could damage their public reputation and their
business, if data protection is not made a cornerstone of their
organisational practices.

This is especially relevant for organisations where personal
employee data is shared with other third parties such as:
•	a parent company transferring data outside of the EU

This white paper provides an overview of the key requirements
as well as guidance on key actions to be taken before 25th
May 2018 to ensure payroll data is compliant with GDPR.

•	HR service providers such as payroll software companies,
pension, company car, voucher scheme companies
– including organisations where an employer shares
personal employee data at the request of the employee,
for example, to benefit from a salary sacrifice programme

However, it cannot be used as a definitive guide.
It is essential that payroll professionals seek detailed advice
and training from experts, throughout their preparation
process, to ensure they are fully compliant.

•	service providers for non-remuneration related
purchases made by employees, such as business
travel and company credit cards that are monitored
by payroll to ensure P11D compliance and where
employee data – such as credit card details – are
provided to the third party
•	future employers requiring evidence of an employee’s
remuneration, pay increases, bonuses etc.
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Part I: Understanding GDPR
What is the GDPR?

Who is responsible?

The General Data Protection Regulation (GDPR) is new
legislation introduced by the European Union which will take
effect across the European Union (EU) on 25th May 2018.

The GDPR applies to ‘controllers’ and ‘processors’.
The controller decides how and why personal data is
processed and the processor acts on the controller’s behalf.
The data controller will typically be your company but can be
an individual – the data processor could be the organisation
that manages company pensions or the network provider
for company smart phones but could also be the payroll or
HR assistant.

At that point, all organisations in the European Union that
handle personal information will be expected to be compliant
with its regulations. They will be liable to sanctions if they
have not taken steps to demonstrate how they are protecting
personal data in relation to the terms of the GDPR.

The GDPR places specific new legal obligations on
processors: for example, you are required to maintain
records of personal data and processing activities. You will

The GDPR supersedes the UK’s 1998 Data Protection Act
although everything under the Data Protection Act we have
today will remain.

have significantly more legal liability if you are responsible for
a breach.

Brexit does not change the introduction of the GDPR in the
UK. The Information Commissioner’s Office (ICO) has also
confirmed that the GDPR will have a significant impact on the
future development of data protection law in the UK and an
act will be put in place to mirror the GDPR in the future for the
United Kingdom.

However, if you are a controller, you are not relieved of
your obligations where a processor is involved. The GDPR
places further obligations on you to ensure your staff are
fully trained to work within the obligations and contracts
with processors and ensure they comply with the GDPR. It
states: “the controller shall be responsible for, and be able to
demonstrate, compliance with the principles.”

Why was the GDPR introduced?
The goal of the GDPR is to protect individuals for example,
employees and customers, and their data as it is held and
processed by businesses, service providers and other
organisations.
The GDPR aims to:
•	keep pace with changes in the digital environment
and in the types of personal data kept by companies,
how it is shared and traded in a global economy
•	create one consistent standard for data security
across Europe
•	improve customer and employee confidence
•	simplify the free flow of personal data in the EU
while ensuring its security and protecting privacy
•	protect individuals when their personal data is
transferred outside of the EU
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What information does the GDPR apply to?
The GDPR is much more wide-ranging than previous legislation
and applies to any ‘personal data’ that can identify an individual
which could include online identifiers such as an IP address.

The GDPR requires that
personal data shall be:

More significant than the changes to the types of data
included, the most significant addition is the accountability
principle. The GDPR requires you to show how you comply
with the principles, for example by documenting the decisions
you take about a processing activity.

•	processed lawfully, fairly and in a transparent
manner in relation to individuals
•	collected for specified, explicit and legitimate
purposes and not further processed in a manner
that is incompatible with those purposes

The GDPR applies to both automated personal data and
to manual filing systems where personal data is accessible
according to specific criteria.

•	adequate, relevant and limited to what is
necessary in relation to the purposes for
which they are processed

Personal data that has been pseudonymised, e.g. key-coded,
can fall within the scope of the GDPR depending on how
difficult it is to attribute the pseudonym to an individual.

•	accurate and where necessary, kept up to date
•	kept in a form which permits identification of
data subjects for no longer than is necessary
for the purposes for which the personal data
are processed

The GDPR refers to sensitive personal data as “special
categories of personal data” and expands the categories
to include, for example, genetic and biometric data where
processed to uniquely identify an individual. This constitutes
the “highest” risk data to the individual should there be an
issue or breach around its protection and with HR and Payroll
could relate to health and sickness, ethnic origin, trade union
membership as well as numerous other areas of sensitive data.

•	processed in a manner that ensures appropriate
security, including protection against
unauthorised or unlawful processing and against
accidental loss, destruction or damage, using
appropriate technical or organisational measures

Personal data relating to criminal convictions and offences
also come under this category and similar safeguards apply
to their processing.
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Is consent necessary?

Individual’s rights

You can rely on other lawful bases apart from individual
consent, for example, where processing is necessary for the
purposes of your organisation’s or a third party’s legitimate
interests, as well as to fulfil a contract, which would be the
normal reason with payroll and HR information.

The GDPR significantly extends an individual’s rights regarding
their data and requires organisations to respond to requests
from individuals free of charge and generally within 30 days:
•

The right to be informed
–	Organisations are obliged to provide ‘fair processing
information’, typically through a privacy notice
depending on whether you obtained the personal
data directly from individuals and how their data is
being processed

If you use individual consent to process personal data,
it must be verifiable, and individuals generally have more
rights where you rely on their consent including the right
to withdraw the said consent.
Consent under the GDPR must be a freely given, specific,
informed and unambiguous indication of the individual’s
wishes. There must be some form of clear affirmative action,
or in other words, a positive opt-in, consent cannot be
inferred from silence, pre-ticked boxes or inactivity. Consent
must also be separate from other terms and conditions, and
you will need to provide simple ways for people to withdraw
consent. Public authorities and employers will need to take
care to ensure that consent is freely given. With payroll and
HR this will mean a review of your current privacy notice
to not only your staff but also anyone sending in personal
information looking for a job, including C.V.’s

•

The right of access
–	Individuals will have the right to access their
personal data and have access to ‘supplementary
information’ to verify the lawfulness of the processing.
Organisations will need a method of proving this
information within the required timescales. This could
be a key challenge within HR and payroll, firstly, to
ensure the information can be provided within the
timescales, but also that it could be held in a number
of systems and resources which will need to be
accessed and accumulated.

•

Children’s personal data

The right to rectification
–	Individuals are entitled to have personal data rectified
if it is inaccurate or incomplete. HR and payroll will
be required to have a channel of communication
should an individual request rectification and an audit
process to ensure they changes are made and logged.

The GDPR will bring in special protection for children’s
personal data, particularly in the context of commercial
internet services such as social networking.
Payroll and HR departments will need to check and verify
the age of individuals whose data they hold. This could
be in relation to children on work experience or pension
contacts as examples.

–	If you have disclosed the personal data in question
to third parties, you must inform them of the
rectification where possible. You must also inform
the individuals about the third parties to whom the
data has been disclosed where appropriate and again
payroll and HR will be required to have an audit log
to show compliance. These could be payroll or HR
providers, pension providers or private healthcare
providers, to name just a few.

The GDPR sets the age of a child as under 16, although there
is an option for EU countries to lower this to a minimum
of 13 if required. If you hold personal data for someone
under this age you will need to get consent from a person
holding ‘parental responsibility’, a child cannot give their
own “opt in” consent.

•

Consent must be verifiable and you will need to provide
a children’s privacy notice to the child in plain English,
written in language the child can understand.

The right to erasure
–	An individual may request the deletion or removal of
personal data where there is no compelling reason for
its continued processing, for example, where the
personal data is no longer necessary in relation to the
purpose for which it was originally collected/processed.
The responsibilities and controls for this would be the
same as rectification for the payroll and HR departments.

From a payroll perspective, ensuring protection of children’s
data could also be relevant for organisations that offer benefits
such as childcare vouchers or childcare facilities at work.
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•

purposes as soon as you receive an objection.
There are no exemptions or grounds to refuse

The right to erasure (continued)
–	If you have disclosed the personal employee data in
question to third parties, you must inform them about
the erasure of the personal data.

•

–	You must inform individuals of their right to object “at the
point of first communication” and in your privacy notice.
–	
The objection would only be valid with payroll and HR
should you no longer require or have a legitimate reason
for processing the data going forward from the objection.

The right to restrict processing
–	Individuals have a right to ‘block’ or suppress
processing of personal data. When processing is
restricted, you are permitted to store the personal
data, but not further process it. You can retain just
enough information about the individual to ensure
that the restriction is respected in future. The effect
of this on payroll and HR could provide a challenge
should data continue to be “stored”. There will be a
need to supress the data stored in payroll systems
and alike to ensure they are not processed. An
example could be a challenged NI number which a
payroll department would not want to be included on
reports or sent through the HMRC on RTI returns.

•	Rights in relation to automated decision-making
and profiling
–	This safeguards individuals against the risk that
a potentially damaging decision is taken without
human intervention.
–	You must ensure that individuals are able to:
		•	
obtain human intervention
		•	
express their point of view
		•	
obtain an explanation of the decision and challenge it.

–	If you have disclosed the personal data in question
to third parties, you must inform them about the
restriction on the processing of the personal data.
•

–	The right does not apply if the decision is necessary
for entering into or impacts the performance of a
contract between you and the individual, is authorised
by law (e.g. for the purposes of fraud or tax evasion
prevention) or is based on explicit consent.

The right to data portability
–	Individuals may obtain and re-use their personal
data for their own purposes by moving, copying or
transferring it easily from one IT environment to
another in a safe and secure way.

–	
The GDPR defines profiling as any form of automated
processing intended to evaluate certain personal aspects
of an individual, to analyse or predict the individuals:
		•	
performance at work

–	This right only applies to personal data an individual has
provided to a controller, where the processing is based
on the individual’s consent or for the performance
of a contract, and when processing is carried out by
automated means. There may be a need to review
payroll and HR systems to ensure there is a mechanism
going forward to manage this requirement.

		•	
economic situation
		•	
health
		•	
personal preferences
		•	
reliability
		•	
behaviour
		•	
location

•	The right to object

		•	
movements

–	Individuals can object to personal data being used for:

–	
As you can see from the examples, there are many
automated processes within the HR and payroll
environment and as such as part of the preparation
for compliance there will be a need to review these
and ensure there is availability of a manual or human
intervention should it be required or requested by
the individual.

		•	
processing based on legitimate interests or the
performance of a task in the public interest/exercise of
official authority (including profiling) if they can object
on “grounds relating to his or her particular situation”.
		•	
processing for purposes of scientific/historical
research and statistics again if they have “grounds
relating to his or her particular situation”.

–	When processing personal data for profiling
purposes, you must ensure that appropriate
safeguards are in place, for example, ensuring
processing is fair and transparent.

		•	
direct marketing (including profiling): you must
stop processing personal data for direct marketing
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Accountability and Governance

What needs to be recorded

The new accountability principle requires you to demonstrate
that you comply with the principles and states explicitly that
this is your responsibility.

You must maintain internal records of processing activities.
You may be required to make these records available to the
relevant supervisory authority for purposes of an investigation.

You are expected to put into place comprehensive but
proportionate governance measures. Privacy impact
assessments and privacy by design and default are
now legally required in certain circumstances. It is key,
therefore, that payroll and HR departments work with
their data controller to ensure that all processes carried
out are recorded, reviewed and where required impact
assessments are completed to review compliance and to
minimise risk to the individual especially when relation to
special category data held.

You must record the following information:

You must:

•	Details of transfers to third countries including
documentation of the transfer mechanism
safeguards in place.

•	Name and details of your organisation (and where
applicable, of other controllers, your representative
and data protection officer).
•

Purposes of the processing.

•	Description of the categories of individuals and
categories of personal data.
•

•	
Implement appropriate technical and organisational
measures that ensure and demonstrate that you comply.

Categories of recipients of personal data.

•	Retention schedules.

•	
Maintain relevant documentation on processing
activities. Organisations with more than 250 employees
have additional obligations.

•	Description of technical and organisational
security measures.

•	
Where appropriate, appoint a data protection officer.

Data protection by design
and by default – the DPIA

•	
Implement measures that meet the principles of data
protection by design and data protection by default.
•	
Use data protection impact assessments where
appropriate both as part of archiving compliance but also
going forward. A good example could be when changing
payroll provider or system.

Organisations now need to demonstrate that they have
implemented technical and organisational measures to show
that they have considered and integrated data protection
into their processing activities.

You can also adhere to approved codes of conduct and/or
certification schemes.

Data protection impact assessments (DPIAs) or privacy
impact assessments (PIAs), can help organisations identify
the most effective way to comply with their data protection
obligations and meet individuals’ expectations of privacy.
An effective DPIA will allow organisations to identify and fix
problems and risks at an early stage, reducing the associated
costs and damage to reputation that might otherwise occur.
A DPIA is obligatory when:
•	using new technologies such as payroll and HR systems
•	the processing is likely to result in a high risk to the
rights and freedoms of individuals such as storing and
processing sickness certificates
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•	performing large scale monitoring

Codes of conduct and
certification mechanisms

•	processing large amounts of personal data regularly
within an organisation. This could incorporate all data
held and processed by an HR and payroll department
in a large organisation

The GDPR endorses the use of approved codes of conduct and
certification mechanisms to demonstrate your compliance.
Signing up to a code of conduct or certification scheme
is not obligatory.

What information should
the DPIA contain?

Codes must be approved by the relevant supervisory
authority, and, where the processing is cross-border, by the
European Data Protection Board (the EDPB).

•	A description of the processing operations and the
purposes, including, where applicable, the legitimate
interests pursued by the controller.

Member states, supervisory authorities, the EDPB or the
Commission are required to encourage the establishment
of certification mechanisms to enhance transparency and
compliance with the Regulation.

•	An assessment of the necessity and proportionality
of the processing in relation to the purpose.
•	An assessment of the risks to individuals.

What if there is a breach?

•	The measures in place to address risk, including security
and to demonstrate that you comply.

The GDPR will introduce a duty on all organisations to report
certain types of data breach to the relevant supervisory
authority, and in some cases to the individuals affected,
within 72 hours of discovery.

•	A DPIA can address more than one project.

Appointing a Data
Protection Officer (DPO)

A personal data breach means a breach of security leading
to the destruction, loss, alteration, unauthorised disclosure of,
or access to, personal data.

As part of the GDPR, you must appoint a data protection
officer (DPO) if you:

You only have to notify the relevant supervisory authority of
a breach where it is likely to result in a risk to the rights and
freedoms of individuals. If unaddressed such a breach is likely to
have a significant detrimental effect on individuals – for example,
result in discrimination, damage to reputation or financial loss.

•	are a public authority (except for courts acting in their
judicial capacity)
•	carry out large scale systematic monitoring of individuals
(for example, online behaviour tracking)

This has to be assessed on a case-by-case basis.

or

Where a breach is likely to result in a high risk to the rights

•	carry out large scale processing of special categories of
data or data relating to criminal convictions and offences.

and freedoms of individuals, you must notify those
concerned directly.

Any organisation is able to appoint a DPO. Regardless of
whether the GDPR obliges you to appoint a DPO, you must
ensure that your organisation has sufficient staff and skills to
discharge your obligations under the GDPR. The appointment
of a DPO does not exempt individual within the payroll
and HR teams of the responsibilities under the GDPR. The
DPO however should be independent as the role requires
the ability to have an overview of the entire organisations
processes and as such would not be likely to be a role carried
out by the HR or payroll department due to their involvement
with the processing itself.

There are several specific requirements for notifying a breach
for example, the nature of the personal data breach, the
categories and approximate number of individuals concerned,
and the categories and approximate number of personal data
records concerned.
It will be critical given the data processed that all payroll and
HR staff are fully trained and aware of what a breach
represents as well as the process that will be required should
a breach occur.
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Transferring data abroad
The GDPR restricts the transfer of personal data outside the
European Union, to third countries or international organisations,
in order to ensure that the level of protection of individuals
afforded by the GDPR is not undermined.

You may transfer personal data where the organisation receiving
the personal data has provided adequate safeguards. Individuals’
rights must be enforceable and effective legal remedies for
individuals must be available following the transfer.

This includes transfers to a parent organisation based outside
the EU.

The GDPR provides derogations from the general prohibition
on transfers of personal data outside the EU for certain specific
situations, for example, where the transfer is made with the
individual’s informed consent or necessary for the performance
of a contract between the individual and the organisation or for
pre-contractual steps taken at the individual’s request.

Personal data may only be transferred outside of the EU in
compliance with the conditions for transfer set out in the GDPR.
Transfers may be made where the Commission has decided
that a third country, a territory or one or more specific sectors
in the third country, or an international organisation ensures an
adequate level of protection.
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Part II: How To Prepare For The GDPR
There are 15 steps you should take now to prepare for the General Data Protection Regulation (GDPR) that will apply from 25th May 2018.
It is essential to plan your approach to GDPR compliance now.
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Conclusion
The aim of this white paper has been to provide an overview
of how the new data protection requirements of the GDPR will
impact payroll departments and the steps they will need to take
to prepare for the changes to ensure compliance.
The GDPR brings significant, new and onerous data protection
responsibilities to all organisations based in the EU and the
penalties for non-compliance to the new rules are severe.
It is vital that organisations act now, and where necessary, seek
help and support from experts, to protect themselves from the
risks of prosecution after 25th May, 2018.
In particular, ensure you offer training and support to payroll
teams on the detailed requirements of the GDPR so that they are
best placed to prepare adequately.
The Learn Payroll GDPR half-day certified course has
been specially designed to meet the needs of payroll
professionals, and includes helpdesk support and a detailed
user manual. Call 01798 861111 or email info@learnpayroll.co.uk
for more information.
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